


/1 CHALLENGE

The current police vehicles are far from being just a conventional car. They are packed with
various devices and technology that all need to be connected via Wi-Fi, Ethernet, and mobile
network. License plate reader, inside and outside cameras, tablets, laptops, and a printer - all
need to be connected to the internet and to the police database to securely transfer sensitive
data. The police car is constantly moving around, sometimes in locations where the connec-
tivity is limited, so depending on one network operator is not an option. Backup connectivity
is @ must. A moving vehicle also creates vibration so the device needs to be quite sturdy and
also function well in cold and hot temperatures.

/1 SOLUTION

RUT950 provides 4G LTE connectivity to the police vehicle systems. This router has dual SIM
functionality, allowing to use SIM cards of two different operators and automatically switch
to the secondary one in case of low signal. Multi PDN feature on primary SIM separates the
traffic into the usual and private LTE and allows accessing the police database and special
applications through private LTE. The license plate camera is connected to the router via a
direct Ethernet link and communicates using TCP/IP. It keeps constant interaction with Police
Database and monitors all traffic. If the system finds that the vehicle has broken the law, the
officers can either stop it or leave it for the system to issue a fine automatically.

The tablets are using the internet from a pre-configured wireless network provided, again,
by the same RUT950. With a range of up to 100 meters in an open area, it allows the officers
to fill in reports, take and upload pictures, and reduce the time for paperwork. The front and
inside cameras connect to the Network Video Recorder via Ethernet, which holds a week'’s
worth of footage. The front camera is for evidence collection, and the inside camera proves
to be an efficient tool for bribery prevention.

The laptop is connected to the router using an Ethernet interface communicating TCP/IP. It
enables checking information on the database and plays an integral part in automatic moni-
toring and reporting solution empowered by the license plate camera. The system is secured
with Open VPN end-to-end encryption, and the password for Wi-Fi and the router is changed
periodically. The Remote Management System is used for data consumption reports, remote
configuration, automated firmware updates, and alerts.

// BENEFITS

One router for the whole solution -
RUT950 provides 4G LTE, Wi-Fi and wired
connectivity options for all kinds of devic-
es used in this case.

Secure - VPN end-to-end encryption en-
sures system security; periodical pass-
word change keeps the Wi-Fi network free
from unwanted guests.

Reliable - 4G LTE connectivity with dual
SIM for backup ensures the devices are
always connected to the internet.

Automated processes - the data is upload-
ed to police servers automatically saving
time and ensuring privacy, as no human
involvement is required.
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The beginning of 2020 was very challenging, especially for the leisure and tourism sectors,
due to the global pandemic. Luckily it seems that the most extreme times have passed, and
businesses are starting to rethink their strategies and look for more possibilities on how to
improve their solutions. This includes making their services more convenient and appealing
for the users while saving time and money with the help of 1oT solutions. As the global tour-
ism market has shrunken or even stopped, local tourism is booming, as people still need to
spend time with their families and relatives in their native countries. In Today’s life all type of
transportation vehicles, such as police cars, ambulance vehicles, taxis or even cranes on the
port or at the construction site, has to have reliable cellular internet connectivity. Boats and
yachts are no different from other transportation, but for operations, marketing, and service
quality, these vessels need a robust and easy to use solution for reliable Internet access.

/1 SOLUTION

There are possibilities to use different products from the Teltonika Networks portfolio de-
pending on the size of the vessel and the solution. There are numerous applications when
connectivity on a boat is essential: weather forecasts, voyage planning, CCTV monitoring, or
marketing. With public Wi-Fi, trip operators can use interactive captive portals and digital
advertising. In the topology on the right, we have a RUT950 cellular router installed into a
smaller boat that travels not far from the shore. Mobile 4G router has two SIM card slots, and
it can switch to secondary SIM when the primary provider is lost, the signal gets weak, or the
roaming is activated. It provides Wi-Fi service to passengers with a captive portal. It also has
four Ethernet ports for connecting additional equipment.

In the topology on the left, a larger vessel features a powerful cellular router - RUTX12. This
device has two 4G LTE CAT6 modems working simultaneously with load balancing functional-
ity and speeds up to 600 Mbps. RUTX12 also has AC Wi-Fi with 2.4 GHz and 5 GHz frequency
bands to connect all mobile devices on the yacht. In addition, five Gigabit Ethernet ports offer
maximum speed for multimedia applications. The router connects to a PoE switch - TSW100,
which provides data and power connectivity to CCTV cameras. RUT950 and RUTX12 are com-
patible with the RMS, allowing remote connection to devices or setting up alerts if the boat or
yacht leaves the geofence area.

// BENEFITS

Performance - RUTX12 with 2 LTE CAT 6
cellular modules working simultaneously
provide speeds up to 600 Mbps.

Functionality - RUT950 has 2 SIM card
slots, which provides flexibility to choose
between different mobile operators in dif-
ferent areas.

Remote monitoring - with RMS, you can
conveniently monitor your property, get
notifications about any undesirable issues
with both RUTX12 and RUT950.

Security - with advanced RutOS features,
RUTX12 and RUT950, offer multiple VPN
options, embedded firewall, and other se-
curity features to comply with high-securi-
ty standards.
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Technologies and surveillance systems play an integral, increasing, and evolving role in sup-
porting public health responses to outbreaks or any other urgent public health events and
accidents. With the continuous development of technology, we can see a clear trend that
most solutions directed towards communication, operational effectiveness, and transparen-
cy must evolve to be connected. This becomes a real challenge when it comes to applications
in moving vehicles, and this becomes vital when people’s health and wellbeing are at stake.

// SOLUTION

As presented in the topology, the solution consists of various computers and communication
equipmentin a command support unit vehicle of the Red Cross organization. The control unit
acts as a command and control point at all large and major incidents. Its communication sys-
tems include telephone and fax machines as well as a radio system to be used exclusively at
the site of the incident. It is a full mobile office for the mission leader and his supporting staff.
This vehicle is also equipped with a 6KV power generator and USV Battery System that can
work more than 12 hours without external power supply. Therefore cellular technology plays
a pivotal role in assuring mission-critical connectivity. Teltonika Network device - RUTX11
had to withstand rigorous tests before it was installed into this unit vehicle designed for the
most challenging tasks. Not one, but two RUTX11 4G LTE Cat 6 routers are used and intercon-
nected to be able to switch between 4 mobile operators. In this solution, the cellular routers
are vital by providing secure and reliable communication to the Headquarters of the mission
control. They provide connectivity to these onboard systems and devices in the vehicle.

¢ Voice over IP for Phone / Fax connectivity
e CCTV Cameras

e Drone Connectivity

¢ Real-time live tracking of rescue staff

e Critical Map server

// BENEFITS

Robust connectivity with HQ of mission
control.

Command support unit vehicle is capable
of acting as a command and control point
at major incidents.

The vehicle is capable of operating in re-
mote areas due to cellular Internet con-
nectivity provided by the RUTX11.

Two RUTX11 devices provide indepen-
dence to any mobile operator.

RUTX11 with LTE CAT 6 cellular module
provides speeds up to 300 Mbps.

Remote Management Systems allows to
manage and monitor the whole solution
remotely.
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So, we established that real-time data is vital in making timely decisions to optimize the op-
eration of public transport. However, the question is what kind of data is important, and how
to collect it and share it in real-time to increase effectiveness?

The most important factor in optimizing transport frequency is the number of passengers.
Having real-time data as opposed to data from a short window is superior as it allows know-
ing what is exactly happening at a given time and make adjustments immediately, like adding
an additional bus to the schedule to avoid overcrowding, hence improving customer experi-
ence. But how does this happen in real life?

Implementing a system that is capable of collecting and sending data in real-time in a con-
stantly moving vehicle requires not just sophisticated counting equipment and cloud-based
application, but also - a reliable connectivity solution.

/1 SOLUTION

The NaviFleet APC solution uses of Teltonika RUT955 router for the network. Passenger
Counting Sensors are connected over the Ethernet interface and use NaviFleet APC firmware
for real-time data collection. NaviFleet APC firmware is compatible with the most well-known
passenger counting sensors.

NaviFleet APC Firmware integrated with RutOS OpenWrt transmits passenger counting in-
formation to NaviFleet Could Server Software over Wi-Fi or 4G for network continuity. Trans-
mitted data includes accurate GPS tracking information, geofencing data, driving mileage,
driving and stop time, and passenger flow data.

Advanced NaviFleet APC Firmware can connect additional devices, such as video IP cameras,
breath analyser, Passenger Information System, and ticketing terminals.

// BENEFITS

Cost-efficient - combining NaviFleet APC
with RUT955 allows offering a solution at
a very competitive price point among oth-
ers.

Easy management of the whole solution -
cloud-based management platform offers
easy captive portal management, connec-
tions to counting sensors, and location
tracking.

Multiple connectivity options - RUT955
combines reliable and secure LTE Cat 4,
Wi-Fi, Ethernet, and GPS.

OpenWRT based RutOS - allows to conve-
niently create different useful applications
and comply with the increasing market re-
quirements.
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The challenge of implementing connectivity in a campervan is multifold. The device must be
sturdy enough to work smoothly in @ moving vehicle. It also needs to have suitable mounting
options and should be easy to install. As the campervans often cross borders of multiple
countries, it needs to offer reliable connectivity in each of them, and especially - close to the
borders, where the signal of different operators overlaps. Another big issue to consider is the
security of the solution, where various devices are using the same WLAN.

// SOLUTION

CamperNET is a complete solution, offering reliable campervan connectivity without a com-
plicated setup. A combination of patented antenna technology by Antretter & Huber and
Tetlonika Networks dual SIM 4G RUT955 router ensures reliable connectivity even where a
cell phone would be failing. Using two SIM cards provides not only better network reception
in different areas but also helps to save on the operator charges. For example, if a vehicle is
crossing the border, the router will immediately switch to another SIM to avoid high roaming
tariff.

This plug-n-play solution does not require downloading and installing any apps to work with
any smartphone, laptop, tablet, or PC. A USB port available in the RUT955 allows connecting
SmartTV, streaming sticks, or WIFI sound systems straight to the internet. Multiple Ethernet
ports enable easily connecting IP cameras and other IP devices.

Robust RUT955 router can operate temperatures between -40 °C to 75 °C, so it will sur-
vive traveling in summer and winter conditions. The broad power voltage range makes the
RUT955 compatible with any type of camper battery and the whole solution takes less energy
than a LED lamp.

// BENEFITS

A complete solution meeting the WIFI
needs of any traveler - from data consum-
ing entertainment purposes to smooth
uninterrupted remote work experience.

Dual SIM functionality allows choosing any
two cellular operators to achieve better
network reception and save on expenses.

The ability to put the whole equipment un-
der one campervan WLAN allows connect-
ing the whole ecosystem to a free external
WIFI while on the camper site.

Hotspot enables sharing the internet with
others while setting up data limits saves
from too much data getting used.

Pre-installed Firewall ensures safe brows-
ing for all the devices under the router.
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Should it be food, chemical products, or the new hot topic - vaccine, when the temperature
requirements are not met even for a short period, the goods are no longer safe and need to
be discarded. As this results in financial losses, the businesses are interested in possibilities
to track the supply chain for accountability and prevention reasons. Besides, with products
like vaccines, there is a lot more planning involved due to required follow-up doses that are
also time-bound. Such goods are also an attractive target for theft or fraud. Tracking the loca-
tion and movement of them is therefore essential to avoid losing or misplacing the shipment.
All of these processes require effective tools and systems in place.

/1 SOLUTION

Efficient tracking in the supply chain can be ensured by installing Bluetooth sensors on the
pallets or the boxes where the products are being transported. Depending on what kind of
metrics need to be monitored, there is a choice of ID (for equipment tracking), T (for tempera-
ture), or RHT (temperature and humidity) sensors, and others. Up to 200 such sensors can be
connected to Teltonika Networks dual SIM RUTX11 cellular router for tracking.

The router collects the information from the sensors via Bluetooth and sends it further to the
loT platform via MQTT or HTTPS protocols. The router is equipped with GNSS capabilities, so
it can track events happening at an exact specific location. Using the sensor data allows to
set up notifications whenever something out of the ordinary occurs. For example, if the tem-
perature falls behind or gets close to a certain measure the system warns the employees and
the situation can be rectified to avoid bigger losses. Or an alert may be set up for whenever
an object changes its’ location or leaves the premises. In general, GNSS allows to easily trace
the goods inside the warehouse or during its' journey through the whole of the supply chain.

// BENEFITS

Reliable connectivity - ensured by dual
SIM cellular router with auto-failover and
SIM switch capabilities.

Simple ecosystem - one RUTX11 can con-
nect up to 200 Bluetooth sensors and the
pairing process takes seconds using an
NFC enabled device (like a smartphone).

Security - since some cold chain prod-
ucts, like pharmaceuticals, are of interest
to criminals, the data is secured by pro-
fessional-level VPNs and industrial-grade
protocols.

Exact traceability - GNSS service availabili-
ty on the RUTX11 router allows to track the
exact location (or supply chain link) where
a certain event occurred.
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