
INDUSTRIAL & AUTOMATION Global adoption of automation, AI, and robotics to increase productivity is 
inseparable from monitoring and managing equipment remotely. Teltonika 
Networks has long-standing experience in this field, enabling manufacturers, 
integrators, and machine builders to stay in control of their equipment 
anytime, anywhere. 



SECURE REMOTE ACCESIBILITY FOR 
MANUFACTURING MACHINERY

// CHALLENGE // BENEFITS

// SOLUTION

In manufacturing facilities, usually, various complicated specialized machinery and equip-
ment are present that require trained engineers to be configured and looked after. Often, 
they are supplied by various vendors and if one part stops functioning as it should it may 
cause troubles for the whole production line and consequently - delays and losses.

Besides, the recent worldwide pandemic showed that in no time a big number of employ-
ees might become temporarily unavailable due to isolation requirements and the site may 
lose the necessary workforce required to resolve unforeseen challenges. In such situations, 
secure remote accessibility and management become essential. Therefore, professional in-
dustrial networking equipment is a must to connect these machines and provide remote 
management, while ensuring the security and reliability of the internet connection.

One of the biggest benefits of connecting the manufacturing machinery to the network is the 
ability to collect data. RUT300 industrial Ethernet router has five Ethernet ports, two configu-
rable digital Inputs/Outputs, and a USB to easily connect the various equipment and comput-
ers to the internet. Preconfigured Firewall ensures the security of the solution from the very 
start and multiple top-rated VPNs provide data encryption.

Besides, a broad interval of supported power voltages makes this product suitable for a wide 
range of electronic equipment. Its rugged industrial design with a wide range of tolerated 
temperatures and vibration resistance makes this device durable and easily applicable in 
various settings.

One of the biggest benefits of this solution lies in the Remote Management System (RMS). 
While RMS Management allows to remotely access RUT300 for updates and maintenance, 
RMS Connect enables to do the same with the machinery behind the router. This means that 
an engineer does not have to be present in a manufacturing facility to be able to configure, 
troubleshoot and manage the equipment. It’s also possible to set-up Events Reporting when 
an email is sent out after a specific event occurs listed in pre-configured rules.

Remote Accessibility – RMS Connect allows 
to reach, configure and provide mainte-
nance for a complete solution.

Security – preconfigured Firewall for im-
mediate use and multiple VPN protocols 
to choose from. 

Industrial design – the device supports 
multiple industrial protocols, is made of a 
rugged aluminium housing, I/ Os, supports 
wide range of power supply voltages. 

Event reporting – notifies whenever any-
thing goes out of ordinary as per pre-set 
rules to resolve issues as fast as possible 
and reduce the possible harm to the eco-
system.

Data collection – for monitoring, analytics, 
optimization and event prediction.
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OPTIMIZED USE OF RESOURCES IN 
HVAC SYSTEMS

// CHALLENGE // BENEFITS

// SOLUTION

HVAC systems are quite complicated in the sense that they have many different components 
that are all interrelated. If one of them stops functioning as it should, the whole system might 
be affected and discontinue working. While the system itself does not require internet, add-
ing connectivity enables managing it remotely and, as such, early detection or even preven-
tion of any issues in the system.

Another challenge is related to efficiency and resource optimization. As you may imagine, 
such systems consume a lot of energy, and therefore making data-driven changes and auto-
mation could result in significant financial and environmental benefits.

While internet connectivity is often limited in remote industrial locations, choosing a cellular 
router ensures a reliable connection. The only way a manufacturer or integrator can ensure 
their top-quality service is when the solution has a stable, uninterrupted connection. The 
same applies to the benefits gained by data collection - it will only be consistent if gathered 
continuously as opposed to intermittently.

The Teltonika Networks RUT360 industrial cellular router connects to the HVAC system via 
Ethernet cable. Internet connectivity enables easy integration with the Building Management 
System and remote management of the HVAC infrastructure.

RUT360 is an LTE Cat 6 router with Carrier Aggregation capability, making it perfect for indus-
trial application scenarios, where the connectivity options are limited. Carrier Aggregation 
which comes with LTE-Advanced functionality allows to maximize bandwidth even in loca-
tions with poor signal. Even though this IoT solution does not require high data throughput, 
Carrier Aggregation ensures the connection is stable and reliable.

The Building Management System collects data using the MQTT protocol and analyses it for 
predictions and optimization. The reports provide valuable insights on where energy ex-
ploitation could be reduced and allow automating processes. Remote management comes 
in handy for scheduling the operation of various devices and amending these schedules as 
per changing needs.

Increased efficiency – data-driven deci-
sions help cutting energy consumption 
and more streamlined automated opera-
tion of the HVAC system.

Wide temperature range – RUT360 is a 
professional device in a sturdy aluminum 
housing, which can operate in environ-
ments from -40C to 75C.

Reliable connectivity – LTE Cat 6 with Car-
rier Aggregation ensures a stable and reli-
able connection.

Remote support and warranty service – 
remote access to their devices save travel 
time and finances for manufacturers as 
they may troubleshoot and resolve the is-
sue from their office.
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RELIABLE CONNECTION OF 
INDUSTRIAL SYSTEMS

// CHALLENGE // BENEFITS

// SOLUTION

It is an old truth that a solution is only worth as much as its’ weakest link. Manufacturing 
equipment requires not just high investment but also professional means of connecting it. 
There is a wide variety of switches available in the market. However, industrial applications 
call for professional networking tools that are reliable, sturdy enough, easy to deploy, and 
can be relied upon. Partial infrastructure changes are a constant challenge in the industrial 
sector, and there is no room for taking risks with low-quality amateur products.

In factories, there usually are multiple different manufacturing lines. All of them consist of 
various HMIs, PLCs, and sensors interconnected into a network. This task is accomplished by 
a TSW110 industrial switch, which works as an intermediary among all pieces and enables 
data transmission to the server, where it can be processed and analyzed.

TSW110 is an unmanaged industrial switch with five 10/100/1000 Mbps Ethernet ports for an 
economical high- bandwidth solution that is more than enough for connecting various man-
ufacturing equipment. Besides, its’ compact size combined with DIN rail or surface mounting 
options make it a quick and easy task to deploy it. This plug-n-play device will take seconds 
to set up!

Factory environment requires a rugged device. Therefore, a product with sturdy aluminum 
housing is the best option. TSW110 operates in a wide range of temperatures - from -40 C to 
75 C, so it offers a broad amplitude of application scenarios. For example, it would work just 
as smoothly in factories producing frozen products as in a confectionery.

Compact – measuring 100 x 30 x 85 mm, 
this device fits in any electronic box or 
server cabinet and takes seconds to de-
ploy using a DIN rail or surface mounting 
options.

Wide temperature range – from -40 to 75 
C, ensures reliable connectivity in most in-
dustrial environments.

Sturdy – we chose aluminum housing for 
this product to increase durability.

Plug-n-Play – no additional set-up re-
quired.

Economical – this device offers exactly 
what is needed in most industrial applica-
tions with no excess functionalities, mak-
ing it very economical and competitive in 
the market.
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REMOTE MANAGEMENT OF BORING 
AND MILLING EQUIPMENT

// CHALLENGE // BENEFITS

// SOLUTION

Our partner, FERMAT, a manufacturer of precision sophisticated equipment for industrial 
use, has long understood that support is paramount for successful business continuity. They 
have clients in most countries of the world, hence, having a support office in each of them 
would not be feasible or at least financially-viable. The only way to provide efficient and time-
ly support was by obtaining remote access to the equipment. However, various locations 
come with different connectivity challenges. Therefore, there was a need to ensure that solu-
tion comes with reliable networking equipment for primary and backup connections. With-
out question, the industrial sector requires secure data transmission, so this requirement 
was one of the prerequisites too. Combining their boring or milling machines with Teltonika 
Networks router RUT950 made it possible to offer an all-in-one solution to their clients that 
is secure, offers reliable connectivity, and can be reached remotely without any problems.

The boring and milling machines are sold with Teltonika Networks preinstalled and set-up 
RUT950 router to ensure reliable connectivity. RUT950 is a high-performance industrial 4G 
LTE Wi-Fi router designed as a main or backup internet source, which guarantees a reliable 
internet connection with high data throughput and data redundancy. Locally, the Wi-Fi con-
nection allows controlling the machine using a phone, tablet, or computer. But the main thing 
in this solution is the possibility to connect remotely, using a VPN connection established by 
our router and the FERMAT’s server. All data is encrypted and travels via Sophos SSL VPN Cli-
ent, although there are many other options to choose from. The solution can be connected to 
the internet via cable or SIM for backup (or for best results - both). Remote accessibility could 
also very well be achieved using Teltonika Networks Remote Management System (RMS) and 
be integrated into the existing company’s interface using RMS API functionality.

Multiple connectivity options – ensure 
main and backup connection continuity in 
different locations around the world.

Remote management – saves time and 
expenses as there is no need to physically 
travel to resolve issues and troubleshoot. 

Multiple VPN options – allows to flexibly 
choose whichever one a client is comfort-
able with.

Quick deployment and unified support – 
using the same router in every solution 
makes it significantly easier to provide 
support to the clients. Besides, RMS Con-
nect allows reaching the product behind 
the router.

WIRELESS DATA CONNECTION
WIRED DATA CONNECTION
ENCRYPTED VPN DATA CHANNEL
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REMOTE MANAGEMENT OF MANUFAC-
TURING NETWORK INFRASTRUCTURE

// CHALLENGE // BENEFITS

// SOLUTION

Manufacturing facilities are usually quite complicated infrastructures connecting various ma-
chines, computers, and platforms. These hardware and software elements accumulate over 
some time and therefore have various compatibility challenges. Another layer of complexity 
comes into the picture as these systems are usually implemented by different integrators. 
As a result, we get an ecosystem that is difficult to connect, manage, and collect data for pre-
dictive maintenance and increase operational efficiency. There is a need for one connectivity 
platform which could combine all the different industrial components into one accessible 
unified structure.

We created the Remote Management System (RMS) to simplify the monitoring and manage-
ment of Teltonika Networks routers and gateways. Whereas it provided convenient access 
to our devices from anywhere in the world, it did not take long to notice the demand for an-
other functionality – reaching the end-devices of a solution remotely. As such, we introduced 
RMS Connect. It enables to access and control non-Teltonika Networks devices via RDP/VNC, 
SSH, or HTTP(S) protocols without any additional software, and does not require a public 
IP or third-party VPN service. Moreover, our API provides a possibility to carry endless RMS 
functionalities into your in-house IoT platform, in case you would rather stick to your familiar 
interface. As shown in the topology, RMS now functions as a unified software system for the 
whole network ecosystem. Via wired and wireless connectivity, our routers and switches pro-
vide internet access to the whole solution.

This includes third-party devices, like manufacturing production lines, desktop, industrial 
computers, laptops, and even PLC’s. Then, RMS Management takes care of easy remote con-
trol to our routers and gateways to ensure availability and security. On the other hand, RMS 
Connect enables to access WebUI or CLI of all smart devices in the same network. Finally, you 
can even access Windows and Linux machines via RDP/VNC just like you would be sitting in 
front of them. Best of all, RMS API lets you take the desired RMS functionality and transfer 
it to your SCADA or IoT platform. This allows for seamless integration and saves time and 
money because of better automation, remote management, planning and predictions, and 
extended overall lifecycle of the old equipment due to resolved compatibility issues.

One unified system – control the whole 
solution of multiple objects and interfaces 
using just one simple IoT platform.

Compatibility - RMS is cloud based and 
platform agnostic – you can use it with any 
operating system and browser. RMS API 
allows using RMS features in your own IoT 
platform interface too.

Customizability – RMS is highly customiz-
able and every client can make it work for 
their own specific business needs.

Security – hosted on AWS, communicating 
via MQTT and secured with TLS 1.2 and 1.3 
protocols, RMS meets the highest stan-
dards of safety with international recogni-
tion by Bell Canada and Forensik.
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INDUSTRY 4.0 POWDER COATING 
SYSTEMS

// CHALLENGE // BENEFITS

// SOLUTION

Powder Coating process is complex and consists of powder delivery systems, electrostatic 
powder spray guns, control units, cyclone units, painting booths, movement sensors, auto-
mated movement handles and curing cameras. Industrial powder coating systems can cost 
millions of Euros and their components must work in perfect harmony to achieve maximum 
efficiency and coating quality. In addition, changing powder and/or parts that need to be cov-
ered is a challenge for system operators who must adjust system settings on-the-go to mini-
mize powder material wastage and optimise coating quality. In practice, meticulous process, 
coating performance and quality monitoring is needed to proactively react and change re-
quired settings. However, with multiple coating systems and changing staff shifts it’s difficult 
to keep informational continuity and ensure optimal operation and availability of the system.

Currently there is a rise in popularity of Industry 4.0 enabled powder coating systems which, 
in comparison to traditional ones, add a component of remote connectivity via cellular 4G 
LTE. New or legacy systems can be upgraded with Industrial Cellular Routers or Gateways to 
be connected to the automated control units. These devices provide secure and uninterrupt-
ed connectivity channel between the system, the manufacturer of the system and system 
operators, such as production, service, quality and/or process managers with the help of 
dedicated IoT Platform as a user interface.

RUT240 with 4G LTE allows direct system 
connectivity to the manufacturer which 
enables live support and configuration 
services to help system operators solve 
challenges arising from coating process.

System operators of different responsibil-
ities are able to see live data dashboards 
tailored to their interests, providing early 
notifications regarding maintenance, effi-
ciency and coating quality.

System owners are able to have full data 
regarding the use of their equipment to 
prevent possibilities of unauthorized use 
of expensive powder coating systems.
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Crowd-support forum
https://community.teltonika.lt/

Wiki knowledge base
https://wiki.teltonika.lt/

Teltonika-networks
https://teltonika-networks.com/

WE HELP YOU
CONNECT


