
ENERGY & UTILITIES Efficiently connected energy infrastructure reduces power consumption 
and lowers maintenance costs for production and distribution. Teltonika 
Networks helps energy companies build wired and wireless IoT connectivity 
solutions for the most demanding environments. 



REMOTE MONITORING OF OIL & GAS 
PIPELINES

// CHALLENGE // BENEFITS

// SOLUTION

Extraction of energy from oil and gas sources is a complex process which requires a lot of 
infrastructure. One part of such infrastructure are the pipelines which are the key transport 
mechanism for Oil & Gas industries. They provide a safe, efficient, and cost-effective way to 
transport processed and unprocessed materials and operate continuously outside of sched-
uled maintenance windows. To preemptively diagnose possible safety and/or productivity 
issues the rate of the flow of materials must be closely monitored. However, pipeline infra-
structure is usually placed in remote areas where wired Internet connectivity is not available.

Satellite communications are still highly expensive, however global expansion of 4G LTE cov-
erage enables Oil & Gas companies to implement a wide pipeline flow monitoring network 
by using dedicated flow meters which output data using industrial protocols. In many cases 
– serial communication with RS-485 and Modbus industrial protocol is used. The data gener-
ated by the flow meter must be obtained and forwarded to control centers, SCADA systems 
to aggregate and interpret centrally. TRB145 Serial IoT Gateway by Teltonika Networks is 
perfect for such applications - with RS-485 interface, Modbus RTU Master functionality and 
4G LTE Cat1 it is able to periodically read flow meter information and send gathered data to 
remote HTTP/HTTPS servers or various IoT platforms using MQTT. Finally, wide power supply 
range and low energy consumption allows TRB145 to be powered up by combining solar 
power and batteries.

Low-cost and quick to deploy – multiple 
TRBs can be simultaneously configured 
immediately using Teltonika Remote Man-
agement System (RMS).

High availability and low data cost – 4G 
LTE is highly available globally and cost ef-
ficient due to low amounts of data needed 
for this application.

Data security – TRB145 supports advanced 
data protection with embedded Firewall 
and encryption with multiple VPN services 
available, such as OpenVPN, IPsec, PPTP, 
L2TP and others.

Immediate notifications – if preset flow 
values fall out of defined criteria, system 
operators can setup TRB145 to receive im-
mediate alarms.
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SMART GRID & SUBSTATION 
COMMUNICATION

// CHALLENGE // BENEFITS

// SOLUTION

Fundamentally, energy infrastructure consists of production & transmission. Nuclear, coal, 
gas energy plants and renewable energy installations together generate electricity and trans-
mit it to the grid using series of high, medium and low voltage stations and substations even-
tually bringing power to homes and businesses around the world. All steps of production 
and transmission must be closely monitored and controlled to make sure the infrastructure 
is producing enough power that is distributed efficiently throughout the energy network. All 
of this would not be possible if all components of the grid would not be connected and con-
trolled centrally by professional engineers and advanced SCADA systems. Substations have 
complex automation network that is managed by a substation controller. To enable smart 
grid, these must be connected to the central SCADA system via the Internet. Even when wired 
Internet connectivity is available, it is impossible to ensure 100% uptime which is required to 
be in control of the whole power generation and transmission infrastructure.

Integrators and energy operators around the world have recognized that cellular solutions, 
such as 4G LTE enabled gateways and routers, offer the most reliable connectivity and best 
availability for their complex substation systems. In many cases, substation controllers ar-
en’t new, meaning that they feature serial interfaces for communication, such as RS232. 
TRB142 is a 4G LTE Cat1 enabled cellular gateway by Teltonika Networks able to connect 
legacy equipment via serial RS232 and manage connectivity with numerous industrial and 
networking protocols, such as Modbus RTU & MQTT. It also has advanced firmware security 
functions, such as firewall and multiple supported VPN services. Moreover, TRB142 can di-
agnose any connectivity and functionality issues and reboot separate modules of the gate-
way to restore service automatically without any interference from the operators. Finally, all 
TRB142 devices can be easily monitored and controlled from thousands of miles away with 
Teltonika Remote Management System, which can generate not only customizable alerts, 
reports, but also allows direct access to the substation controllers connected using TRB142 
even without Public IP.

TRB142 is easy to set up, easy to install 
and even easier to maintain with full sup-
port for Teltonika Remote Management 
System. It is also simple to scale as mul-
tiple devices can be configured at once 
using RMS.

This gateway is very reasonably priced and 
features robust 4G LTE Cat1 – designed for 
serial interface communication where low 
data speeds are required.

Advanced firmware functionality includes 
support for industrial, networking and 
remote management protocols, such as 
Modbus RTU, MQTT, DHCP, SNMP and 
features firewall and multiple supported 
VPN services.
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REMOTE MONITORING OF SOLAR 
POWER PLANTS

// CHALLENGE // BENEFITS

// SOLUTION

The solar power plant consists of a sophisticated infrastructure working in perfect sync to 
maximize the potential electricity production. Primary components are solar panels, invert-
ers, solar controllers and transmission or energy storage systems. The performance of solar 
power plants must be closely monitored to ensure the maximum productivity and availability 
to make sure that everything is running smoothly and the electricity generation rate is within 
acceptable values to satisfy project ROI* schedule. Besides, remote monitoring is essential to 
scheduled maintenance, such as part replacement or solar panel cleaning, required for the 
power plant to maximize long term performance. Solar power plants are mostly located in 
remote areas because of the large amount of land area they occupy. Remote location poses 
a challenge for remote monitoring connectivity because wired Internet sources are rarely 
available at solar power production plant locations.

The topology above outlines a simplified classic remote monitoring solution with a cellular 
connectivity device at its core. The Solar controller is a brain of solar power plant operation 
and is generally capable of outputting system data via industrial protocols, such as Modbus 
TCP. Depending on the size of the solar power plant, numerous solar charge controllers are 
set-up to track electricity generation data from a set of solar panels. The best way to interpret 
this data is to use a cloud IoT platform where the data is aggregated and presented to the op-
erator with performance metrics and suggested maintenance insights. TRB140 is a popular 
choice for this use case because of its secure and reliable cellular connectivity via 4G LTE and 
easy to use user interface, which requires no specialized training. Moreover, TRB140 includes 
advanced RutOS features, such as multiple VPN services, industrial, networking, & remote 
management protocols (Modbus TCP, MQTT and more.).

Easy to scale – you can configure infinite 
number of TRB140 in minutes using Tel-
tonika Remote Management System 
(RMS).

Low-power – TRB140 uses only 2W of pow-
er when transferring data at maximum 
speeds and only 0.4 W when idle with an 
active data connection.

Easy management – with Teltonika RMS 
you can keep all TRBs up to date with the 
newest firmware and conveniently mon-
itor and control the gateways from any-
where – even without Public IP!

Industrial design – TRB140 has a strong al-
uminium casing, wide range of supported 
power supply voltage and a wide operat-
ing temperature range.

WIRELESS DATA CONNECTION
WIRED DATA CONNECTION

TRB140
4G LTE4G LTE

INTERNET

RMS SOLAR ERP
(ENTERPRISE RESOURCE
PLANNING PLATFORM)

MODBUS TCP

SOLAR CHARGE
CONTROLLER
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REMOTE CONTROL AND MONITORING 
OF WIND TURBINES

// CHALLENGE // BENEFITS

// SOLUTION

Energy generated from wind is one of the most prominent green energy solutions. Wind 
farm locations are usually remote, far away from civilization, in the hills or the seaside. Such 
places are used because for the wind farm to be profitable, there must be conditions that 
would generate as much wind as possible throughout the year. However, harsher environ-
ments require more complex wind turbines, which usually consists of towers, blades, hubs, 
and nacelles. To control all the parts, companies are mounting wind turbine controllers near 
the tower. Wind turbine controllers, like PLCs, are the brains for every wind turbine, since it 
is used for controlling the whole system, generating reports and monitoring. Without it, the 
turbine would not be working correctly, since it must be controlled and programmed. For 
this reason, the controllers must be connected to a unified system for remote monitoring, 
energy generation reporting, parameter control, and predictive maintenance. The main chal-
lenge here is obtaining reliable and secure connectivity to the Internet because of the remote 
location of wind farms.

The topology above shows the whole solution: wind turbine generates energy which is 
passed to a substation and further transmission. On the other side, everything is controlled 
and remotely monitored via the wind turbine controller, which is connected to TRB145 – a 
small but powerful 4G LTE Serial gateway by Teltonika Networks. This device provides a reli-
able and stable Internet connection and acts as a Modbus gateway between controller and 
control center where all monitoring and management takes place. TRB145 industrial gateway 
is an ideal choice here not only because it features Serial RS485 interface with Modbus RTU 
but also because it is powered by RutOS that is equipped with advanced features such as 
OpenVPN, Firewall, IPsec. Besides, this gateway can be managed and monitored via the RMS 
– Remote Management System, which, amongst other benefits, has the ability to send status 
reports and generate notifications by SMS or email.

Easy to manage – you can configure and 
remotely control an infinite number of 
TRB145 connected to wind turbines using 
RMS.

Energy consumption – since wind turbines 
are generating energy, they require that 
all devices would be low power consum-
ing, TRB145 consumes only 2W of power 
while transferring data.

Rugged design – TRB145, the same, as all 
Teltonika‘s routers and gateways have a 
wide operating temperature range from 
-40°C to 75°C, which is a must when the 
solution is outside.

Size – TRB145 is extremely small and con-
venient to install into small cabinets.

WIRELESS DATA CONNECTION
WIRED DATA CONNECTION

SUBSTATION TRANSMISSION

TRB145
4G LTE

INTERNET
RMS

CONTROL
CENTER

WIND TURBINE
CONTROLLER
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REMOTE TOWER SITE MANAGEMENT // CHALLENGE // BENEFITS

// SOLUTION

Since the market is expanding, more and more base stations are installed in remote areas. 
It is extremely expensive to run electricity cables for hundreds of miles to power up the tow-
er infrastructure. Due to this fact, the base stations and other site components are usually 
powered by the combination of diesel generators and UPS – uninterruptable power supply 
systems. Furthermore, these tower systems are self-sufficient, expensive, and controlled re-
motely; they include CCTV cameras for security, access control barriers, and separate site 
manager controller systems. All of these solution components must be controlled and mon-
itored. Due to the remote nature of such sites, in very rare cases, they have cable Internet 
connectivity available. Since it is estimated that there are more than 6.5 million base stations 
worldwide, the only sensible way to monitor and control all of their infrastructure sites is to 
do so - remotely. The challenge here is clear – to provide secure and reliable access to the 
internet without any cable infrastructure available.

The cellular base station tower site is a complex infrastructure solution since it includes var-
ious elements, as mentioned above. However, most of those parts are connected directly to 
the tower site controller (also called site manager), which jointly monitors and allows to con-
trol everything using a single platform. These tower site controllers need to be connected to 
the Internet. Our partners are using the RUTX11 to ensure a secure and reliable connection, 
which grants the tower site controller connected to the Internet using 4G LTE.

Besides, RUTX11 has Dual-SIM functionality with auto-failover, which increases solution reli-
ability. Using RUTX11 gives grants the possibility to access the controller remotely and man-
age a large number of sites from a central management center. Also, this professional cel-
lular router is equipped with Gigabit Ethernet and Wi-Fi, which allows connecting additional 
components like CCTV cameras or access control barriers. Furthermore, every maintenance 
company must have alerts and notifications if something happens to the system. In this case, 
the whole system is controlled remotely via site management software, and our router – 
RUTX11 - is managed and controlled via RMS – Remote Management System. The RMS en-
sures that RUTX11 gets all the latest firmware updates and can provide valuable alerts and 
usage reports.

Reliability – our RUTX11 has two SIM card 
slots, meaning that you can use two dif-
ferent operators for the best internet con-
nection reliability.

Wireless interfaces – RUTX11 has 2.4 & 5 
GHz Wi-Fi included, which enables integra-
tors to provide internet to various devices 
without additional cabling.

Remote control – our product can act as a 
gateway between the controller and soft-
ware system for control and management.

Remote configuration – having thousands 
of sites can be a nightmare; however, with 
RMS, it is possible to configure all Teltoni-
ka routers remotely at once!
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REMOTE WATER PUMP AUTOMATION 
USING SMS AND CALLS

// CHALLENGE // BENEFITS

// SOLUTION

Although nowadays modern technologies make remote control a fairly simple challenge, 
however, simplicity and cost efficiency were key points to this solution. Due to the remote-
ness of the place related to significantly higher costs, broadband connection over cable was 
ruled out. The only viable solution was utilizing the cellular network. Using an omnipresent 
cellphone, the pump would be controlled by calls or SMS messages. This simple control solu-
tion was superior to a much more expensive approach such as control over the internet 
using a smartphone app.

In this solution, the well, water pump, and control panel are located in a remote plain field, 
while the monastery, where the water should be transported, is located on a mountain 1,5 
km away. The water pump allows to fill up the water storage tank located on the mountain 
via the water pipe.

The water pipe is not pumping the water continuously due to efficiency reasons. It can be 
remotely activated by using the control panel with a mobile Teltonika Networks TRB141 gate-
way, allowing to turn on the water pump whenever the water is needed. The pumping can be 
initiated either by calling or by sending an SMS to the TRB 141 gateway SIM card from a cell 
phone. After the tank is filled up, the pump can be remotely deactivated by using the same 
method (call or SMS).

Cost-effective and simple remotely con-
trolled solution.

Remote control by SMS – the pump can be 
managed by a simple SMS message sent 
by a specified list of users at any time.

Simplified support enabled by the Remote 
Management System.

Remote control by call – the user can turn 
on the pump for a specified time frame 
simply by making a call.

Easy to set up – documentation provided 
with the product is simple to understand 
and sufficient to utilize the entire capabili-
ties of the device.
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Crowd-support forum
https://community.teltonika.lt/

Wiki knowledge base
https://wiki.teltonika.lt/

Teltonika-networks
https://teltonika-networks.com/

WE HELP YOU
CONNECT


